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I. INTRODUCTION 
With the advent of social networks, the Internet has been 
transfigured from silos of use (e.g., game sites, business 
applications, and company sites) into potential streams of 
information merged through social network sites.1  The Internet 
may have originally been designed to allow professors in a 
university setting to share files and information,2 but it would have 
been impossible for anyone to conceive of the total integration of 
such information access into all areas of life.  The Internet can now 
be used for an extremely broad range of uses: family/social 
communication, business marketing/applications/communication, 
personal interests (e.g., gaming, pornography, hobbies, etc.), and 
information resources.3 
Business use of the Internet was originally limited to basic 
company websites, streamlined communication via e-mail and 
sharing of documents electronically, and marketing through 
domain name and search engine keywords; few businesses initially 
understood the benefit or impact of a well-designed company 
 
 1. See generally Danah Boyd, Streams of Content, Limited Attention: The Flow of 
Information Through Social Media, 45 EDUCAUSE REV. 26 (2010), available at 
http://www.educause.edu/EDUCAUSE+Review/EDUCAUSEReviewMagazineVol
ume45/StreamsofContentLimitedAttenti/213923 (noting that the network media 
of Web 2.0 are transforming the “information landscape” into one of streams and 
“flow[s],” creating “a world where information is everywhere”); Eszter Hargittai, 
Whose Space? Differences Among Users and Non-Users of Social Network Sites, 13 J. 
COMPUTER-MEDIATED COMM. 276, 278–79 (2007) (analyzing the use of specific 
social network sites among various populations). 
 2. Barry M. Leiner et al., A Brief History of the Internet, INTERNET SOC’Y, 
http://www.isoc.org/internet/history/brief.shtml (last visited Oct. 20, 2011) 
(“[T]hese early networks (including ARPANET) were purpose-built—i.e., they 
were intended for, and largely restricted to, closed communities of scholars . . . .”). 
 3. Robert Kraut et al., Why People Use the Internet, THE HOMENET PROJECT, 
http://homenet.hcii.cs.cmu.edu/progress/purpose.html (last visited Oct. 20, 
2011). 
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website.4  In the late 1990s, technology companies broadened the 
reach of their software through the development of the Internet-
based application that was licensed under an Application Service 
Provider (ASP) or Software-as-a-Service arrangement.5  In addition, 
businesses developed electronic versions of licenses now labeled as 
“click-wraps” or “browse-wraps”6 and utilized new marketing tools 
through a variety of company sites, industry sites, search engines, 
and other tools (e.g., cookies, bots, and spyders).  With the advent 
of social networks, businesses now have the option of expanding 
their service/product offerings or marketing options through this 
new media.7  Businesses, however, should assess the benefits and 
risks associated with the utilization of social networks. 
This article reviews the expansion of social networks8 and the 
impact of that expansion on business.9  It then explores the 
application of social networks to business through marketing and 
expansion of services.10  Next, it identifies both the business and 
legal risks in conducting business through social networks.11  
Finally, it reviews the privacy implications to business due to social 
networks,12 providing a separate analysis of such privacy 
considerations for regulated entities under the Gramm-Leach-
Bliley Act (GLB Act) or the Health Information Portability and 
Accountability Act (HIPAA).13  It also identifies some specific risks 
to individuals—especially those subject to ethical obligations—such 
as doctors or lawyers.14  It concludes that social networks are now 
an inherent part of conducting business; and, as such, businesses 
 
 4. See Roy Rosenzweig, Wizards, Bureaucrats, Warriors, and Hackers: Writing the 
History of the Internet, 103 AM. HIST. REV. 1530, 1543 (1998); see also Leiner et al., 
supra note 2. 
 5. See George Feuerlicht & Shyam Govardhan, SOA: Trends and Directions, 
SYS. INTEGRATION 149, 151 (2009), available at http://www.imamu.edu.sa 
/dcontent/IT_Topics/java/soa-trends-and-directions.pdf.  See generally Bo 
Edvardsson & Jan Olsson, Key Concepts for New Service Development, 16 SERVICE 
INDUSTRIES J. 140 (1996), available at http://www.tandfonline.com/doi/pdf 
/10.1080/02642069600000019 (discussing service development strategy with an 
emphasis on quality). 
 6. See generally 1 KATHERYN A. ANDRESEN, THE LAW AND BUSINESS OF COMPUTER 
SOFTWARE §§ 18:22–33 (2d ed. 2011) (providing an overview of shrink-wrap, click-
wrap, and browse-wrap licenses and relevant case law). 
 7. See infra Part III. 
 8. See infra Part II. 
 9. See infra Part III. 
 10. See infra Part III. 
 11. See infra Part IV. 
 12. See infra Part V. 
 13. See infra Part V.B. 
 14. See infra Part V.C. 
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need to develop policies and practices to reduce business and legal 
risks, in addition to refining business strategies to maximize 
benefits under marketing and expansion of services.15 
II. THE EXPANSION OF SOCIAL NETWORKS 
The concept of a social network was originally developed as a 
simple application allowing “members” to join for free (thereby 
creating a member account and member page on the website).16  
Members were then permitted to customize their member page by 
adding text, photos, and graphics.  As the volume of members 
grew, the concept of associating commercial value through that 
“member access” market developed.17  As this article will discuss in 
greater detail, this focus on associating commercial value through 
member access implicates a number of possible privacy 
considerations. 
A. From Playground to Credible Business 
When the creators of MySpace launched their site in 2003, it 
was aimed at young members of Generation Y who could create 
custom pages with pictures and text to share ideas and favorite 
music and other activities with friends.18  The company envisioned 
advertising targeted at this group for specific music groups, movies, 
and TV shows.19  Around the same time, the creators of Facebook 
developed their own site, initially targeting college students, with 
the aim of making it easier to set up a profile page and to 
communicate with linked friends, both in messages and pictures.20  
Social networking sites offer free services, but their value is based 
on the concept of profitability through advertising revenue based 
 
 15. See infra Part VI. 
 16. See generally Danah M. Boyd & Nicole B. Ellison, Social Network Sites: 
Definition, History, and Scholarship, 13 J. COMPUTER-MEDIATED COMM. 210 (2007), 
available at http://onlinelibrary.wiley.com/doi/10.1111/j.1083-6101.2007.00393.x 
/full (explaining the origins and development of social network concepts). 
 17. See id. 
 18. Alex Williams, Do You MySpace?, N.Y. TIMES, Aug. 28, 2005, 
http://www.nytimes.com/2005/08/28/fashion/sundaystyles/28MYSPACE.html?p
agewanted=all; see also About Us, MYSPACE, http://www.myspace.com/#!/Help 
/AboutUs (last visited Oct. 20, 2011). 
 19. See Williams, supra note 18 (discussing the roots and early successes of 
MySpace). 
 20. See Factsheet, FACEBOOK, http://www.facebook.com/press 
/info.php?factsheet (last visited Oct. 20, 2011). 
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on the number of subscribers.21 
Within weeks of launching, both sites had one million users, 
and by summer of 2011, Facebook had over 750 million users.22  
With advertisers paying per click, and with bumps in payments for 
one million-plus users, it is easy to understand how a site that is free 
to users could be extremely profitable.  Although LinkedIn 
launched prior to MySpace and Facebook,23 it has grown at a slower 
rate.24  This professional-connection site is accessed less frequently 
by its users than the other social networks, but it expressly targets 
companies as users.25 
Along with the tremendous growth of social networks, the 
companies running the sites had to learn and grow, often with 
painful, public outrages over company policies or changes in site 
options.26  Facebook settled a class action lawsuit based on its 
Beacon program—after users alleged violations of users’ privacy—
for $9.5 million.27  A consistent concern with these sites has been 
the privacy protections (or lack thereof) and the risks associated 
with the sites’ privacy policies.28  There have been numerous studies 
 
 21. See Jon Swartz, Social-Networking Sites Work to Turn Users into Profits, USA 
TODAY, May 12, 2008, http://www.usatoday.com/tech/techinvestor 
/industry/2008-05-11-social-networking_N.htm (discussing the difficulties 
associated with monetizing social networking concepts—for example, “Facebook . 
. . barely turns a profit”). 
 22. Timeline, FACEBOOK, http://www.facebook.com/press/info.php?timeline 
(last visited Oct. 20, 2011). 
 23. See About Us, LINKEDIN, http://press.linkedin.com/about (last visited Oct. 
20, 2011). 
 24. Id. (claiming more than 120 million users as of August 2011). 
 25. See id. (“More than 2 million companies have LinkedIn company pages.”). 
 26. See, e.g., Jessica E. Vascellaro, Facebook Grapples with Privacy Issues, WALL ST. 
J., May 19, 2010, http://online.wsj.com/article 
/SB10001424052748704912004575252723109845974.html (describing reactions to 
changes in Facebook’s user-privacy policies and to “technical glitches that exposed 
personal data”); see also KIRSTEN E. MARTIN, FACEBOOK (B): BEACON AND PRIVACY 1–3 
(2010), available at http://www.darden.virginia.edu/corporate-ethics/pdf 
/Facebook%20_B_business-ethics_case_bri-1006b.pdf (documenting Facebook’s 
abandonment of a version of its Beacon program that sent “user activity data” to 
members’ friends unless members affirmatively opted-out of the program). 
 27. Liam Eagle, Judge Approves $9.5M Settlement in Facebook Privacy Case, WEB 
HOST INDUS. REV. (Mar. 22, 2010), http://www.thewhir.com/web-hosting-
news/032210_Judge_Approves_95M_Settlement_in_Facebook_Privacy_Case. 
 28. See, e.g., Press Release, Fed. Trade Comm’n, FTC Charges Deceptive 
Privacy Practices in Google’s Rollout of Its Buzz Social Network (Mar. 30, 2011), 
available at http://www.ftc.gov/opa/2011/03/google.shtm (reporting Federal 
Trade Commission’s proposed settlement with Google for violating consumers’ 
privacy).  For a list of Facebook actions relating to privacy concerns, see Electronic 
Privacy Information Center, Facebook Privacy, EPIC.ORG, http://epic.org 
/privacy/facebook/ (last visited Oct. 20, 2011). 
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and cases of individuals losing their jobs or losing out on job 
possibilities based on personal postings on a social network site.29 
The obligation to assume corporate responsibility for an 
individual’s privacy concerns was previously focused on key 
industries, such as financial institutions and healthcare providers.30  
Consumer privacy protections have been escalated through Federal 
Trade Commission (FTC) actions bringing section 5 claims against 
social networking sites, leading to orders or settlements requiring 
the sites to change corporate policies.31  For example, an order 
against Google required Google to: (1) not misrepresent its privacy 
policies; (2) give users clear notice and obtain consent before use 
of user information; (3) establish and maintain a comprehensive 
privacy policy; and (4) allow for a neutral auditor to audit for 
compliance for a twenty-year period.32  Similarly, a ruling against 
Twitter also obligated a twenty-year audit right.33  In fact, Congress 
has now introduced privacy bills aimed at creating a federal 
baseline of privacy protections from business and social networks.34  
The European Union created its regulation on privacy years ago, 
obligating individual protections and limiting business access and 
 
 29. See infra Part V.C. 
 30. See 1 ANDRESEN, supra note 6, § 6 (detailing the Gramm-Leach-Bliley Act, 
applicable to financial institutions, and the Health Information Portability and 
Accountability Act, applicable to healthcare providers). 
 31. See, e.g., In re Google, Inc., No. 102-3136, 2011 WL 1321658, at *2–7 
(F.T.C. Mar. 30, 2011); In re Twitter, Inc., No. C-4316, 2011 WL 914034, at *2–6 
(F.T.C. Mar. 2, 2011). 
 32. In re Google, Inc., 2011 WL 1321658, at *3–5. 
 33. In re Twitter, Inc., 2011 WL 914034, at *4. 
 34. See, e.g., Personal Data Privacy and Security Act of 2009, S. 1490, 111th 
Cong. (2009) (as reported by S. Comm. on the Judiciary, Dec. 17, 2009) 
(enhancing both civil and criminal penalties, imposing more stringent data 
privacy requirements on business entities that maintain electronic copies of 
personally identifiable information, and requiring any agency or business to 
promptly notify people of security breaches); see also Consumer Privacy Protection 
Act of 2011, H.R. 1528, 112th Cong. (2011) (as referred to the H.R. Comm. on 
Energy & Commerce, H.R. Subcomm. on Commerce, Mfg., & Trade) (requiring 
covered business entities to provide a statement of privacy policies and potential 
uses of personally identifiable information to consumers before it collects any 
information, allowing customers to limit information practices); Commercial 
Privacy Bill of Rights Act of 2011, S. 799, 112th Cong. (2011) (as referred to the S. 
Comm. on Commerce, Sci., & Transp., Apr. 12, 2011) (attempting to establish 
personal data protection under the purview of the Federal Trade Commission); 
Do Not Track Me Online Act, H.R. 654, 112th Cong. (2011) (as referred to the 
H.R. Comm. on Energy & Commerce, H.R. Subcomm. on Commerce, Mfg., & 
Trade) (empowering the Federal Trade Commission to regulate the collection 
and use of information derived from an individual’s Internet activity). 
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use of private information without express consent.35  Even if the 
United States enacts a privacy statute, it likely will permit business 
to continue with its current marketing and information uses, 
provided that an individual has the right to opt out of such use. 
B. Target Market Expansion 
Besides social networks, the concept of using free social access 
focused on meeting an individual need has expanded into 
alternative business and referral models.  Craigslist was developed 
in base form in the 1990s.  By the early 2000s it had expanded to a 
national model focused on offering local advertising for personal 
sales.36  The concept behind Craigslist was not new; individuals have 
advertised their personal items for sale or offered services for 
centuries via traditional print media.37  Instead, the use of the 
Internet made such ads easier to search and find.  Although 
Craigslist is now available around the globe,38 and eBay even 
bought twenty-five percent of Craigslist’s equity in 2004,39 it still 
does not have the polish and sophistication of other social 
networks.  The website is still coded in Perl and has limited 
customization by users.40  The lack of sophistication is most obvious 
in the limited keyword obligations and various types of search 
capabilities.  The ads on Craigslist are presented in reverse 
chronological order, and the search engine tools are basic.41  The 
Craigslist site lacks the look and feel of a professional business 
site.42 
 
 35. Directive 95/46/EC of the European Parliament and of the Council of 24 
October 1995 on the Protection of Individuals with Regard to the Processing of 
Personal Data and on the Free Movement of Such Data, 1995 O.J. (L 281) 30. 
 36. See generally About Craigslist Factsheet, CRAIGSLIST (Nov. 9, 2010, 1:20 PM), 
http://www.craigslist.org/about/factsheet (listing and answering frequently asked 
questions about Craigslist and its services). 
 37. Katrina Wilson, History of Advertising, MEDIAKNOWALL, http:// 
www.mediaknowall.com/as_alevel/Advertising/advertising.php?pageID=history 
(last visited Oct. 20, 2011) (displaying an advertisement from a seventeenth-
century French newspaper). 
 38. See About Craigslist Factsheet, supra note 36. 
 39. Id. 
 40. Timothy M. O’Brien, Craig Newmark Interview: A Brief History of Craigslist, 
O’REILLY (Dec. 15, 2008), http://broadcast.oreilly.com/2008/12/craig-newmark-
interview-a-brie.html. 
 41. Steven Snell, Redesigning Craigslist with Focus on Usability, SMASHING MAG. 
(Mar. 11, 2009), http://www.smashingmagazine.com/2009/03/11/redesigning-
craigslist-with-focus-on-usability. 
 42. Id.  For example, a professional business site should allow for easy and 
logical search of the ads. 
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There are also numerous referral sites based on free social 
access (e.g., Angie’s List, Service Magic, or even the advertising 
options on search engines like Google or Yahoo).43  These referral 
sources are designed to allow individuals to provide references or 
feedback on service providers.44  This personalized referral source 
lends credibility to the service provider, but, depending on the 
site’s terms and conditions, it may be possible for a business to 
enter its own “review,” thereby skewing the apparent neutrality of 
the referral source.45  Selling advertisements on such sites may also 
reduce the ability to trust the objectivity of the site’s reviews. 
III. THE APPLICATION OF SOCIAL NETWORKS TO BUSINESS (I.E., 
MARKETING ALTERNATIVES) 
Social networks created a new pool of potential customers 
through the sheer volume of users that voluntarily created 
accounts.  In addition, the true social networks like Facebook, 
MySpace, and LinkedIn also created access points likely to be 
viewed frequently by users.  In a 2010 survey, social network sites 
accounted for twelve percent of all online use.46  Even though 
social networks may have started as a communication tool for 
young people in school, the average age of users of a major social 
networking site is now forty years old.47  Along with ease of use and 
popularity, social networking sites also require businesses to 
consider issues related to security, privacy, terms of use, employee 
policies, and brand or other intellectual property protection.  
However, in addition to the concerns associated with social 
networks, companies have also recognized new market 
 
 43. See, e.g., About Us, ANGIE’S LIST, http://www.angieslist.com/aboutus.aspx 
(last visited Oct. 20, 2011) [hereinafter ANGIE’S LIST] (describing the services 
offered by Angie’s List); About Us, SERVICEMAGIC.COM, http: 
//corp.servicemagic.com (last visited Oct. 20, 2011) [hereinafter 
SERVICEMAGIC.COM] (describing ServiceMagic and its services). 
 44. ANGIE’S LIST, supra note 43; SERVICEMAGIC.COM, supra note 43. 
 45. Max Jarman, Online Reviews: Which Sites Can You Trust?, AZCENTRAL.COM 
(May 22, 2011, 12:00 AM), http://www.azcentral.com/business 
/articles/2011/05/22/20110522online-review-web-sites.html.  Jarman also 
discusses some risks and benefits of user-rated review sites.  Id. 
 46. COMSCORE, 2010 U.S. DIGITAL YEAR IN REVIEW 10 (2011), available at 
http://www.comscore.com/Press_Events/Presentations_Whitepapers/2011/2010
_US_Digital_Year_in_Review. 
 47. NASCIO, A NATIONAL SURVEY OF SOCIAL MEDIA USE IN STATE GOVERNMENT: 
FRIENDS, FOLLOWERS, AND FEEDS 4 (2010) [hereinafter FRIENDS, FOLLOWERS, AND 
FEEDS], available at http://www.nascio.org/publications/documents/NASCIO-
SocialMedia.pdf. 
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opportunities through these networks of voluntary users.48  “Of the 
Fortune Global 100 companies, 65% have active Twitter accounts, 
54% have Facebook fan pages, 50% have YouTube video channels 
and 33% have corporate blogs . . . .”49  Even governments have 
worked to establish a social media presence.  The National 
Association of State Chief Information Officers (NASCIO) 
conducted a survey of social media use in 2010.50  Forty-three states 
participated, representing approximately seventy-nine percent of 
the U. S. population.51 
A. Business Identification of Market Opportunities 
One of the first sources of marketing opportunities via the 
Internet outside of a company’s own website was through either 
search engine placement52 or search engine advertising.53  
Although search engines have millions of users,54 there is no way to 
guarantee what search criteria would be entered in order to gain 
access to such users.  In the social network environment, users are 
easier to access in the sense that their “address” (i.e., their profile 
page) is knowable.  In addition, just as the depth of information 
about a company’s own clients is developed over time, the type of 
information associated with an individual user on a social 
networking site becomes increasingly more comprehensive as the 
user updates and adds to his or her profile.55  The network 
 
 48. eMarketer, Social Marketing’s Benefits Rival Email for Small Businesses, 
MARKET RESEARCH WORLD (June 6, 2011), http://www.marketresearchworld.net 
/index.php?option=com_content&task=view&id=4130&Itemid=76. 
 49. BURSON-MARSTELLER, THE GLOBAL SOCIAL MEDIA CHECK-UP, 3 (2010), 
available at http://www.burson-marsteller.com/Innovation_and_insights 
/blogs_and_podcasts/BM_Blog/Documents/BursonMarsteller%202010%20Glob
al%20Social%20Media%20Check-up%20white%20paper.pdf. 
 50.  FRIENDS, FOLLOWERS, AND FEEDS, supra note 47. 
 51. Id. at 2. 
 52. See E-COMMERCE MARKETING, http://ecommerce-marketing.net (last 
visited Oct. 20, 2011). 
 53. Generally, using a competitor’s keyword for paid advertising is a 
“likelihood of confusion” trademark infringement.  See Network Automation, Inc. 
v. Advanced Sys. Concepts, Inc., 638 F.3d 1137, 1154 (9th Cir. 2011) (holding that 
the “Internet ‘troika’” factors are not controlling and that courts should instead 
consider traditional factors in assessing consumers’ likelihood of confusion). 
 54. See LEE RAINIE, PEW INTERNET & AM. LIFE PROJECT, BIG JUMP IN SEARCH 
ENGINE USE (2005), available at http://www.pewinternet.org/Reports/2005/Big-
jump-in-search-engine-use.aspx. 
 55. See generally Personalized Marketing Brings Rewards and Challenges, 
EMARKETER (June 2, 2011), http://www.emarketer.tv/Article.aspx?R=1008417 
(discussing the efficiency of personalized marketing and surveying respondents to 
conclude that companies will use personalized marketing more in the future). 
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approach through personal contacts also takes advantage of “social 
capital.”56 
Beyond the popular social networks like Facebook and 
LinkedIn, there are now a multitude of private-branded network 
sites and company- or industry-specific “community” sites designed 
to capture the benefits of a social network.57  For example: 
A new national survey by the Pew Research Center’s 
Internet & American Life Project has found that 75% of 
all American adults are active in some kind of voluntary 
group or organization and internet users are more likely 
than others to be active . . . . And social media users are 
even more likely to be active: 82% of social network users 
and 85% of Twitter users are group participants.58 
There are also professional sites—such as that run by the 
International Technology Law Association59—that allow for some 
portions of their site to be accessed by the public, but which have 
custom sections on the site limited to actual members.60  Even the 
International Association of Machinists—started in 1888,61 well 
before the development of the computer, the Internet, or social 
networking sites—now has a website that acts as a union vision 
statement, online lobby, and information distribution point and 
allows members of the union to connect with each other through 
the members section.62 
 
 
 56. Nicole B. Ellison et al., The Benefits of Facebook ‘‘Friends”: Social Capital and 
College Students’ Use of Online Social Network Sites, 12 J. COMPUTER-MEDIATED COMM. 
1143, 1164–65 (2007), available at http://jcmc.indiana.edu/vol12/issue4 
/ellison.html. 
 57. See Andrea Kavanaugh et al., Community Networks: Where Offline Communities 
Meet Online, 10 J. COMPUTER-MEDIATED COMM. (2005), http://jcmc.indiana.edu 
/vol10/issue4/kavanaugh.html, for a statistical analysis on community networks. 
 58. LEE RAINIE ET AL., PEW INTERNET & AM. LIFE PROJECT, THE SOCIAL SIDE OF 
THE INTERNET 2 (2011), available at http://pewinternet.org/~/media// 
Files/Reports/2011/PIP_Social_Side_of_the_Internet.pdf. 
 59. See ITECHLAW, http://www.itechlaw.org (last visited Oct. 20, 2011). 
 60. See, e.g., Member Center Login, INT’L TECH. L. ASS’N, http: 
//www.itechlaw.org/members.htm (last visited Oct. 20, 2011) (requiring a 
username and password for access to member-only content). 
 61. See History of the IAM, INT’L ASS’N MACHINISTS & AEROSPACE WORKERS, 
http://www.goiam.org/index.php/headquarters/history-of-the-iam (last visited 
Oct. 20, 2011). 
 62. See My Turf, INT’L ASS’N MACHINISTS & AEROSPACE WORKERS, 
http://www.goiam.org/myturf/?action=signup (last visited Oct. 20, 2011). 
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B. Application Development 
As the volume of members in social networks grew, the 
financial incentive for other companies to develop related 
applications also grew.  The business models of the most successful 
social network companies encouraged the development of third-
party applications that might be of interest to the site’s users.63  To 
that extent, the ability to access an interface code (e.g., application 
programming interface or “API”) or to use the social network’s 
development platform requires strict compliance with the social 
network’s standards.64  A business that offered a transportable 
service (e.g., horoscopes, weather, or search engines) could 
develop a social network version application that extended the 
reach of such services to the users of the social networks within the 
social network environment.65  These applications are voluntarily 
selected by users but are also viral because a user’s friends and 
family connections are shared as links allowing an application 
download or link to that new user’s profile.66  Most social networks 
require user permission for this viral sharing.67  For example, 
Facebook’s developer site states: “In order to gain access to all the 
user information available to your app by default (like the user’s 
Facebook ID), the user must authorize your app.”68 
Some companies were started for the express purpose of 
developing custom social networks,69 custom games, or other 
 
 63. See, e.g., Apps on Facebook.com, FACEBOOK, http://developers.facebook.com 
/docs/guides/canvas (last updated Oct. 6, 2011) (“Building an app on Facebook 
gives you the opportunity to deeply integrate into the core Facebook experience.  
Your app can integrate with many aspects of Facebook.com . . . .”). 
 64. See, e.g., Facebook Platform Policies, FACEBOOK, http:// 
developers.facebook.com/policy (last updated Oct. 7, 2011) (requiring platform 
applications and developers to comply with Facebook’s statement of rights and 
responsibilities, principles, and policies, each of which is outlined in great detail). 
 65. For example, see Apps on Facebook.com, supra note 63, for information on 
developing a Facebook version of an application. 
 66. See, e.g., Social Channels, FACEBOOK, http://developers.facebook.com 
/docs/channels (last updated June 11, 2011) (“Apps on Facebook.com have the 
opportunity to appear on one of two dashboards—the Apps Dashboards and 
the Games Dashboard.  Dashboards appear as bookmarked links on Facebook’s 
homepage and shows [sic] users [sic] outstanding requests, apps they’ve recently 
used and apps their friends have recently used.”). 
 67. See, e.g., Data Use Policy, FACEBOOK, http://www.facebook.com/policy.php 
(last updated Sept. 23, 2011) (requiring third-party viral applications to receive 
permission from a user before accessing most user information). 
 68. Canvas Tutorial, FACEBOOK, http://developers.facebook.com/docs 
/appsonfacebook/tutorial (last updated Oct. 5, 2011) (emphasis omitted). 
 69. See, e.g., Dustin Betonio, 25 Best Social Networking Platforms to Start Your Own 
Service, TRIPWIRE MAG. (July 10, 2010), http://www.tripwiremagazine.com 
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applications to be run in a social network environment, or even 
generating response or data collection information and statistics 
from social network users.70  Whole new industries have also been 
created such as search engine optimization services.71  Gaming, as 
an industry, had to shift and redesign its development model to 
account for social networks.72  The advent of social networks 
created its own industry of technology companies providing 
content, analyzing content, or analyzing the use of such content.  
Some examples of these companies include: 
• Microsoft’s Sharepoint, which allows “your people [to] set up 
Web sites to share information with others, manage 
documents from start to finish, and publish reports to help 
everyone make better decisions.”73 
• Select Minds, which allows a company to create a corporate 
“alumni” network application.74 
• Joomla!, which is an open-source content management system 
(CMS).75 
• Communispace, which designs customer feedback 
applications.76 
• Passenger, which also creates customer community sites so 
companies get clear feedback on their services and goods.77 
 
/2010/07/25-best-social-networking-platforms-to-start-your-own-service.html 
(outlining the twenty-five best web-based services allowing users to create their 
own social network). 
 70. See Ulrike Gretzel, Social Network Analysis, TECH. STUD. EDUC. (Nov. 2001), 
http://lrs.ed.uiuc.edu/tse-portal/analysis/social-network-analysis (discussing the 
emergence of “social network analysis”); Sahil Arora, Social Media Websites Being 
Used for Data Collection, WEBSITEMARKETING.COM (Mar. 4, 2010, 5:24 AM), 
http://www.websitemarketing.com/blog/social-media-marketing/social-media-
websites-being-used-for-data-collection. 
 71. See SEARCH ENGINE HIST., http://www.searchenginehistory.com (last 
visited Oct. 20, 2011), for a documented history of search engines. 
 72. See Soren Johnson, How Social Networks Reinvent Game Design, GAMETHEORY 
(Aug. 16, 2010), http://gametheoryonline.com/2010/08/16/social-network-
video-game-design. 
 73. What is SharePoint?, MICROSOFT SHAREPOINT 2010, 
http://sharepoint.microsoft.com/en-us/product/capabilities/Pages/default.aspx 
(last visited Oct. 20, 2011). 
 74. SELECTMINDS, http://www.selectminds.com (last visited Oct. 20, 2011). 
 75. JOOMLA!, http://www.joomla.org (last visited Oct. 20, 2011). 
 76. COMMUNISPACE, http://www.communispace.com/home.aspx (last visited 
Oct. 20, 2011). 
 77. PASSENGER, http://www.thinkpassenger.com (last visited Oct. 20, 2011); 
see also Tom Humbarger, Comment to List of “White Label” or “Private Label” 
(Applications You Can Rebrand) Social Networking Platforms, Community Platforms, WEB 
STRATEGY (Feb. 12, 2007), http://www.web-strategist.com/blog/2007 
/02/12/list-of-white-label-social-networking-platforms (listing Passenger as a 
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C. Expansion of Business Through Social Networks 
In addition to targeted advertising, social networks allow a 
business to think outside the box by creating games or applications 
intended to gather user information, as well as other data.  These 
games or applications are spread virally (i.e., from user to user) as a 
user invites or attempts to play with a social network “friend,” which 
obligates the “friend” to also become a member in order to play.78  
The marketing could be incorporated into a game or other 
application, but the key element is the acquisition of user data, 
including usage, connections, and—depending on the type of 
cookies, bots, or other tools utilized—information on the next 
pages or sites visited by the user.79  But the specific type of user data 
that is captured may be vastly different depending on the purpose 
for which the user data is captured.  For example, while it may be 
significant for a company that sells goods to know if a site visitor 
immediately searches for or visits a competitor’s site (presumably to 
compare goods or pricing), this level of detail may not be relevant 
for other companies using user data for other purposes.  If a site 
does not sell commercial products, the need for commercial 
competitiveness data is likely irrelevant and not worth the cost of 
tracking and monitoring.  The biggest impact of social networks, 
however, is the sheer volume of users and daily access to these 
users.80 
1. Target Marketing 
The concept of social networks led to the development of new 
services and applications that permit target marketing by knowing 
 
“white label community vendor” that helps brands develop “through ongoing 
customer collaboration”). 
 78. See Jon Gibs & Sean Bruich, Nielsen/Facebook Report: The Value of Social 
Media Ad Impressions, NIELSENWIRE (Apr. 20, 2010), http:// 
blog.nielsen.com/nielsenwire/online_mobile/nielsenfacebook-ad-report; see also 
Global Advertising: Consumers Trust Real Friends and Virtual Strangers the Most, 
NIELSENWIRE (July 7, 2009), http://blog.nielsen.com/nielsenwire/consumer 
/global-advertising-consumers-trust-real-friends-and-virtual-strangers-the-most 
(showing graphics of trust levels depending on the source of information). 
 79. See Brian Massey, What a Pixel and Cookie Can Reveal, CLICKZ (Feb. 4, 
2009), http://www.clickz.com/clickz/column/1704589/what-pixel-cookie-can 
-reveal. 
 80. See, e.g., Social Networking and Blog Sites Capture More Internet Time and 
Advertising, NIELSENWIRE (Sept. 24, 2009), http://blog.nielsen.com 
/nielsenwire/online_mobile/social-networking-and-blog-sites-capture-more-
internet-time-and-advertisinga (discussing the dramatic increase of time spent on 
social networking and blogging sites between 2008 and 2009). 
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in advance what an individual user’s preferences are.81  Such 
knowledge is gained, in part, by assessing keyword usage in a user 
profile.82  For example, a user who supports a diabetes group in a 
social network environment may be interested in drugs and 
treatments for diabetics.  Just as search engines could use the 
keyword used for the search to return appropriate links, associating 
keywords with a specific user allows companies to send marketing 
information regarding what is likely to be more interesting or 
relevant to that user.83  Targeted marketing may also have a strong 
viral component to it.  As one study noted, “[w]e’ve also discovered 
that 44% of users readily share brand-related information with 
others.  And, as action speaks louder than words, 48% of those who 
came into contact with a brand name on Twitter and 34% on other 
social networks went on to search for additional information on 
search engines.”84 
In addition, many social networks have categorical information 
related to users, such as age range, geographical location, and 
affiliation (with companies or schools).85  This type of information 
not only permits businesses to identify target markets for their ads, 
but also provides both specific companies and educational 
institutions access to alumni communities for sharing information 
or targeting advertising.86  Just as AARP became the perfect target 
market opportunity for companies offering goods and services for 
 
 81. See Prantik Bhattacharyya et al., Analysis of User Keyword Similarity in Online 
Social Networks, 1 SOC. NETWORK ANALYSIS & MINING J. 143 (2010), available at 
http://dsl.cs.ucdavis.edu/~prantik/docs/snam10_keyword.pdf (explaining the 
relationship between semantic similarity of user profile entries and the social 
network topology). 
 82. See id. 
 83. See Bruce Montgomery, EPiServer Survey of More Than 100 Companies Reveal 
That Personalization Is Highly Effective and Outperforming Traditional Mass Marketing 
Techniques, BUILT IN CHICAGO (May 24, 2011 2:02, PM), http:// 
www.builtinchicago.org/profiles/blogs/survey-shows-marketers. 
 84. Brian Solis, Socialized Media: The Powerful Effects of Online Brand Interaction, 
@BRIANSOLIS (Nov. 30, 2009), http://www.briansolis.com/2009/11/socialized-
media-the-powerful-effects-of-online-brand-interaction. 
 85. See Michael Dorsey, Online Social Networks Leak Personal Information to Third-
Party Tracking Sites, WORCESTER POLYTECHNIC INST. (Aug. 24, 2009), 
http://www.wpi.edu/news/20090/privacy.html; see also Paul Krill, Big Data Mining: 
Who Owns Your Social Network Data?, INFOWORLD (Mar. 9, 2011), 
http://www.infoworld.com/d/business-intelligence/big-data-mining-who-owns-
your-social-network-data-746. 
 86. See Andrew Shaindlin & Elizabeth Allen, Online Networks: A New Tool for 
Alumni Relations, HIGHERED BLOGCON 2006 (Apr. 18, 2006, 12:07 AM), 
http://www.higheredblogcon.com/index.php/online-networks-a-new-tool-for-
alumni-relations. 
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baby boomers, social networking sites allow companies to offer 
goods and services to target markets based on any number of data 
criteria.87  In addition to marketing a company’s own goods, a 
company has the option to market its goods whenever a related 
good or service is searched or identified by keywords associated 
with a user’s profile.88  However, a company should consider the 
risks these keywords have, which led to a large volume of cases cited 
based on keywords in search engine ads.89 
2. Expansion of Companies’ Goods/Services 
Social networks, and the concepts associated with such 
networking, create new service opportunities for various industries.  
Data analysis and data integration companies have new resources 
and new types of data through social network users’ information.90  
These new data elements have permitted new types of statistical 
analysis on market penetration, average user profile, as well as 
geographical and other custom variations.  For example, it is 
entirely plausible that a company could assess the buying habits of a 
social network user and also determine if fans of certain music are 
more likely to purchase similar products or services.91  The ability to 
then identify new or related goods and services is strengthened by 
this built-in market analysis information. 
On the community sites, actual customers not only provide 
feedback but are also just as likely to offer suggestions as to 
improvements or indicate related items they typically buy to 
supplement their purchase.92  This information is then reported 
back to the company for use in its product development process.93  
 
 87. See Chris Boorman, Why Data Mining Is the Next Frontier for Social Media 
Marketing, MASHABLE (Feb. 25, 2011), http://mashable.com/2011/02/25/data-
mining-social-marketing. 
 88. See SYSOMOS, THE MARKET HAS A MEMORY: HOW TO LEVERAGE IT FOR YOUR 
NEXT PRODUCT DEVELOPMENT INITIATIVE 4–11 (2011), available at 
http://www.brandchannel.com/images/papers/530_sysomos_wp_market_has_a_
memory_0911.pdf. 
 89. See infra notes 102–106. 
 90. See Boorman, supra note 87. 
 91. See Joel Stein, Data Mining: How Companies Now Know Everything About You, 
TIME, Mar. 10, 2011, http://www.time.com/time/magazine/article 
/0,9171,2058205,00.html. 
 92. See The Case for Social Media Feedback Management, ALLEGIANCE (2010), 
http://www.allegiance.com/documents/Case_for_Social_Media_Feedback_Mana
gement.pdf (last visited Oct. 20, 2011) (illustrating social network users’ ability to 
provide meaningful suggestions and feedback on product improvements). 
 93. Id. 
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For example, if many users comment on the best place to purchase 
cool futon covers, a company that sells futons may elect to become 
an authorized reseller of those covers—or may elect to create a 
competitive product to augment its futon sales. 
IV. RISKS ASSOCIATED WITH MARKETING THROUGH SOCIAL 
NETWORKS 
The viral nature of social networks needs to be both 
understood and accounted for in a decision to market through a 
particular network.  If a company creates an ad campaign that has 
an unintended negative effect in the traditional marketing realm, 
the ad pieces could be pulled from circulation and destroyed.  In 
an online social network environment, replacing an ad may be too 
late—a posting is likely to have been passed from user to user and 
may potentially even be cached and stored in multiple locations on 
the web.  Just as work professionals had to relearn the art of 
communication when switching from letters to e-mails, companies 
need to relearn the art of conducting business on social networks.94  
A glossy tri-fold marketing piece, when uploaded to an online 
environment, oftentimes loses its effectiveness as the graphic 
capabilities vary from browser to browser and the hardware hosting 
the browser may have more or less random access memory (or 
“RAM”).  If a graphic does not load quickly and sharply, it is likely 
to be viewed as a nuisance rather than as an effective advertising 
brochure. 
A move into social media for businesses may seem like a 
necessary requirement in today’s marketplace, but there are both 
business and legal risks in doing so.  The business risks include 
potential loss of control over target marketing or brand 
adherence.95  The legal risks include privacy considerations, 
impacts on intellectual property rights, possible claims for breach 
of contract, and tort liability.96  The actual impact and relevance of 
 
 94. For an assessment of offline versus online advertising, see David S. Evans, 
The Online Advertising Industry: Economics, Evolution, and Privacy, 23 J. ECON. PERSP. 
37, 42–44 (2009), available at http://pubs.aeaweb.org/doi/pdfplus/10.1257 
/jep.23.3.37. 
 95. ISACA, SOCIAL MEDIA: BUSINESS BENEFITS AND SECURITY, GOVERNANCE AND 
ASSURANCE PERSPECTIVES 4–5 (2010), available at http://www.isaca.org/Groups 
/Professional-English/security-trend/GroupDocuments/Social-Media-Wh-Paper-
26-May10-Research.pdf. 
 96. See Lawrence Savell, Minimizing the Legal Risks of Using Online Social 
Networks, CHADBOUNRNE & PARK LLP (June 28, 2010), available at http:// 
www.chadbourne.com/publications (enter “Savell” in search field). 
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social media to business is likely not even fully recognized.  
Notwithstanding these risks, more than half of companies surveyed 
are using social media without any strategy.97 
A. Business Risks and Strategies to Avoid Such Risks 
Outside of technology considerations, marketing online 
requires recognition of the potential loss of control over 
distribution, location, and association.  While the maker of an aged 
single malt scotch would gladly target its marketing to private clubs 
and upscale bars and restaurants, it would likely want to avoid 
marketing to pregnant women, minors, or alcoholics.  In a social 
network environment, the ability to manage that target market may 
be controllable at the launch point, but that control may be lost 
among users of the network.  If this effect is taken into 
consideration in the social media marketing campaign, this is not 
necessarily a bad thing, but a haphazard marketing strategy can 
have harmful business ramifications.98 
1. Effect on Brand 
For many companies, the development of its brand is one of 
the critical components of a company’s intellectual property 
portfolio.99  Controlling and managing that brand is also both 
strategically desirable and necessary.  A brand connects a 
company’s products or services with an image of the quality and 
desirability.  Famous brands sell based on name alone; for example, 
Ralph Lauren, Coca-Cola, Apple, and Tiffany’s.100  The value of a 
 
 97. Gavin O’Malley, Look Ma, No Hands: More Than Half of Companies Say They 
Are Using Social Media with No Strategy, MEDIAPOST (June 22, 2010, 6:10 PM), 
http://www.mediapost.com/publications/?fa=Articles.showArticle&art_aid=13072
3. 
 98. Aaron Strout, The Upside of Losing Brand Control, E-COMMERCE TIMES (July 
16, 2009, 4:00 AM PT), http://www.ecommercetimes.com/rsstory 
/67606.html?wlc=1307377469 (“What companies need is a plan: how to engage 
with their customers and begin to ‘shepherd’ their brand, even if they no longer 
‘own’ it.”). 
 99. Michael J. Yachnik & Mark Walters, Avoiding Trademark Dilution through 
Brand Protection Strategies, INTELL. ASSET MGMT. MAG., Apr.–May 2008, at 52, 52, 
available at http://www.iam-magazine.com/issues/article.ashx?g=082d0b51-5b52-
4773-8d31-79a51abe2479. 
   100.  See Adam Arvidsson, Brands: A Critical Perspective, 5 J. CONSUMER CULTURE 
235, 236 (2005), available at http://www.pineforge.com/mcdonaldizationstudy5 
/articles/Consumption_Articles%20PDFs/Arvidsson.pdf (“For companies like 
McDonald’s, Coca-Cola or Nike, the most valuable asset is the public standing of 
their brands.”); Jonathan Mesiano Crookston, Controlling Your Brand on Social 
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brand, however, is in its association with consistently high quality 
goods and services.  In a social network, the ability to control that 
association may be lost.101  For example, there have been many 
cases associated with search engines over the use of keywords 
including a protected brand where the search result is to a 
different company’s goods or services.102  Some cases have held that 
the use of metatags in search engines constitutes “use in 
commerce” and have allowed a claim under the Lanham Act,103 
while other cases have held that metatags do not constitute “use in 
commerce.”104  Still other cases have held that, even though 
metatags constitute “use in commerce,” there is no “likelihood of 
confusion.”105  In 2011, the Ninth Circuit clarified that these 
keyword cases do not reduce the consideration of the typical eight 
factors used to assess “likelihood of confusion,” and that prior case 
law, which referred to a three-factor “Internet troika” test, was not 
appropriate “[g]iven the multifaceted nature of the 
Internet . . . .”106 
Another issue can be based on technology-related problems 
with color standards or logo graphics.  Some companies invest 
 
Media Sites, INTELL. PROP. MAG., Feb. 2011, at 17, available at 
http://www.crookston.ca/wp/wp-content/uploads/2011/03/Mesiano-
Crookston__Controlling_Your_Brand_on_Social_Media_Sites_Intellectual_Proper
ty_Magazine-IPM-Feb_2011.pdf (noting that a company called FanPageList.com 
tracks the top ten brands on Facebook and Twitter). 
 101. See Jack Neff, Can One Bad Tweet Taint Your Brand Forever?, ADAGEDIGITAL 
(Feb. 22, 2010), http://adage.com/article/digital/bad-tweet-taint-brand-forever 
/142205. 
 102. See 1 ANDRESEN, supra note 6, §§ 5:17, 23:7. 
 103. Id. (citing cases such as Edina Realty, Inc. v. TheMLSonline.com, 2006 
WL 737064 (D. Minn. Mar. 20, 2006) and Playboy Enters., Inc. v. Netscape 
Commc’n Corp., 354 F.3d 1020 (9th Cir. 2004)). 
 104. Id. (citing cases such as Fragrancenet.com, Inc. v. Fragrancex.com, Inc., 
493 F. Supp. 2d 545 (E.D.N.Y.  2007); Merck & Co. v. Mediplan Health Consulting, 
Inc., 425 F. Supp. 2d 402 (S.D.N.Y. 2006); Rescue.com Corp. v. Google, Inc., 456 F. 
Supp. 2d 393 (N.D.N.Y. 2006)); and U-Haul Intern., Inc. v. WhenU.com, Inc., 279 
F. Supp. 2d 723 (E.D. Va. 2003)). 
 105. Id. (citing J.G. Wentworth, S.S.C. Ltd. v. Settlement Funding LLC, No. 06-
0597, 2007 WL 30115, at *6 (E.D. Pa. Jan. 4, 2007) (concluding that use of a mark 
in Google’s AdWord program and in metatags is “use in commerce” under the 
Lanham Act but does not fall within “likelihood of confusion”)); see also Hamzik v. 
Zale Corp., No. 3:06-CV-1300, 2007 WL 1174863, at *2–3 (N.D.N.Y. Apr. 19, 2007) 
(agreeing with the reasoning in Rescue.com Corp. but denying the motion to dismiss 
because a search of plaintiff’s trademark not only returned defendant’s website 
among the search results, but plaintiff’s trademark also appeared next to 
defendant’s name, demonstrating that plaintiff’s trademark could be displayed in 
a way indicating an association with defendant). 
 106. Network Automation, Inc. v. Advanced Sys. Concepts, Inc., 638 F.3d 1137, 
1148 (9th Cir. 2011). 
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significantly in protecting their brand, including color elements.107  
Online usages of the graphic components (i.e., color) of marks, 
however, are more difficult to manage from a strict control 
perspective.  It is not possible to control the hardware, memory 
capabilities, or monitor graphics capabilities for each user.  Unlike 
selling a software product where the company can establish 
baseline technology standards for use of the product, use of brands 
in social networks eliminates the ability to control for the end 
user’s actual experience of the mark. 
Even without technology issues, a complex advertising 
campaign involving multiple pages of graphics may be quite 
effective in print but cumbersome or annoying once delivered 
electronically.  When website developers discovered the flash 
component option for sites, it became popular to code mini-videos 
or streamed graphics for the opening page of the site.108  In the 
social network setting, linking to such a page can be too slow for 
good user response.109  Another example could be the balance of 
text and graphics to keep a user’s interest and lower the site’s 
“bounce rate” (i.e., the rate at which a user quickly moves on to 
another page).  Web analytics assess many elements of a site, 
including technical issues.110 
Social network users expect an easy-to-use and logical process 
to access information, just like most social networks attempt to 
provide.111  Linking from this type of site onto an advertiser’s own 
 
 107. See, e.g., Color Palette, PEROTSYSTEMS, http://www.perotsystems.com 
/big/brand_identity/palette.htm (last visited Oct. 20, 2011) (discussing color 
specifications to ensure consistent use of color in the company’s sales, marketing, 
communication, and collateral materials). 
 108. See, e.g., Sathishkumar Varatharajan, Increasing Conversion Rates Through 
Improving Your Website’s Speed, TECHIEMANIA (Apr. 8, 2011), http:// 
www.techiemania.com/increasing-conversion-rates-through-improving-your-
website%E2%80%99s-speed.html (outlining several ways to advance the speed of 
websites, including recommendations to reduce Flash-based animations); see also 
Pete Cashmore, Capazoo Rivals Wallop—Social Networking in Flash, MASHABLE (Dec. 
11, 2006), http://mashable.com/2006/12/11/capazoo-rivals 
-wallop-social-networking-in-flash (comparing Capazoo software to Flash software 
and discussing how websites with excessive Flash animations slow the speed of the 
website). 
 109. See, e.g., Varatharajan, supra note 108. 
 110. See, e.g., Webmaster Guidelines, GOOGLE, http://www.google.com/support 
/webmasters/bin/answer.py?answer=35769&hl=en#2 (last visited Oct. 20, 2011) 
(recommending specifics that enhance website users’ experience with the 
website). 
 111. Jon Phillips, 5 Damn Easy Ways to Improve User Experience, SPYRESTUDIOS, 
http://spyrestudios.com/improve-user-experience (last visited Oct. 20, 2011) 
(discussing ease of use, search capability, and allowing for easy feedback as 
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site may highlight issues or failures for a good user experience if 
(1) the company site is difficult to navigate, (2) the search for 
products is not easy and logical, or (3) the link is to a competitor or 
negative site.112 
2. Control of Company Image/Position 
In addition to issues related specifically to a company’s 
branding of particular products, there may also be risks associated 
with the organization’s image more generally.  For example, in a 
social network, there is a fine line between the “freedom of speech” 
right of a user and the violation of a protected trademark right of 
another.  While gripe or parody sites have been upheld in case law 
on the basis of First Amendment rights—particularly where the use 
is non-commercial,113—linking a purported “comment” to an 
advertisement for a competitive product may violate the Lanham 
Act or other legal rights of the brand owner.114 
A company can implement a social media policy and create 
and manage its own social media accounts, but doing nothing may 
have a negative impact on a company’s key brands.  In one study, 
professors from three countries—Sweden, the United Kingdom, 
and the United States—statistically assessed the impact potential of 
marketing through social media for luxury wine brands.115  The 
study assessed the development of the social media marketplace,116 
 
examples of ways to improve the user’s experience). 
 112. See Danny Sullivan, Bing Terminates Relationship with Publisher Doing Tricky 
Home Page Switch, SEARCH ENGINE LAND (Jan. 18, 2011, 1:07 PM), 
http://searchengineland.com/bing-to-address-problems-with-affiliate-doing-tricky-
home-page-switch-61551. 
 113. See Lamparello v. Falwell, 420 F.3d 309, 318–19 (4th Cir. 2005) (noting 
that even amendments to the Lanham Act—the Federal Trademark Dilution Act 
of 1995 and the Anticybersquatting Consumer Protection Act of 1999—did not 
intend to limit First Amendment rights, especially for non-commercial use); see also 
Nissan Motor Co. v. Nissan Computer Corp., 378 F.3d 1002, 1015–18 (9th Cir. 
2004) (holding that an injunction preventing a company from placing links to 
disparaging remarks about another company violated the First Amendment 
because the speech enjoined was non-commercial); Taubman Co. v. Webfeats, 319 
F.3d 770, 774–75 (6th Cir. 2003) (noting that the Lanham Act limits First 
Amendment protections on commercial speech but not on non-commercial 
speech). 
 114. See PBM Prods. v. Mead Johnson & Co., 639 F.3d 111, 121–22 (4th Cir. 
2011). 
 115. Mignon Reyneke et al., Luxury Wine Brand Visibility in Social Media: An 
Exploratory Study, 23 INT’L J. WINE BUS. RES. 21, 26–31, 34–35 (2011). 
 116. Id. at 22–24. 
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identified a tool for assessing brand strength,117 and concluded 
business should understand its brand’s essence in social media 
(e.g., whether the brand is business-oriented and formal, or 
whether it is more personal, social, and informal).118  Brand 
development for Starbucks would likely fall in the latter category, 
and SAP would fall in the first category.  The study actually used 
four quadrants, with the other two combinations identifying a 
brand as business-oriented but still informal (like the musical tones 
in Intel’s brand) or a personal brand that is presented in a formal 
manner (like Tiffany’s blue box).  If a company understands its 
brand’s essence, then it is poised to develop both a social media 
policy and a campaign designed to maximize that essence.  For 
example, Nikon’s camera campaign using Ashton Kutcher and 
YouTube is directly on-point for an informal or personal brand 
essence.119 
A company (or even a government agency like the Secret 
Service) with a brand associated simply with the concept of high 
professionalism or protected privacy may be negatively impacted by 
any “tweeting,” posting, or other social network messaging that is 
considered less than professional or discreet.120  In other contexts, a 
simple news story can become a corporate nightmare if it creates a 
negative impression that is then virally transmitted through social 
networks.121 
3. Premature Release of New Products/Services 
The nature of the Internet—with its high-speed dissemination 
of information and the ease by which the average citizen can be a 
source for news—may cause risks associated with an organization’s 
 
 117. Id. at 24–26. 
 118. Id. at 32. 
 119. See Nikon COOLPIX & Ashton Kutcher TV Spot, DENNIS CADORNIGA (Mar. 
27), http://denniscadorniga.com/index.php/2008/03/27/nikon-coolpix-ashton-
kutcher-tv-spot/. 
 120. In May 2011, the Secret Service asserted a tweet from an agent was 
“‘unapproved and inappropriate . . . . Policies and practices which would have 
prevented this were not followed and will be reinforced for all account users.’” 
CNN, Secret Service Apologizes for Twitter Gaffe, CNN POL. (May 18, 2011, 5:24 PM), 
http://politicalticker.blogs.cnn.com/2011/05/18/secret-service-apologizes-for-
twitter-gaffe [hereinafter Secret Service] (quoting Secret Service statement regarding 
the offensive tweet). 
 121. E.g., Emily Friedman, Target, Best Buy Angers Gay Customers by Making 
Contribution to GOP Candidate, ABC NEWS (July 28, 2010), http://abcnews.go.com 
/Business/target-best-buy-fire-campaign-contributions-minnesota-
candidate/story?id=11270194. 
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strategic release of information.  For example, the latest Apple 
technology offering was big news when it was supposedly found 
after being inadvertently left behind by an employee in advance of 
the public release.122  This type of news story was picked up and 
tweeted and posted throughout social networks between Apple fans 
eager to get a glimpse of the next great thing.123  If Apple had 
found bugs or manufacturing issues with that technology, the delay 
to market after such a story could have had a negative effect on the 
product launch.  Impressions count; a bad news leak about an 
upcoming launch of a product or service can be devastating to the 
success of the product or service.124  In the social network realm, 
these leaks can be spread so quickly that trying to rewrite or remove 
the leak is nearly impossible. 
An employee’s post to private friends in a social network can 
still spread virally to the public,125 so employee comments on 
upcoming products or services could potentially have a big effect 
on the intended launch advertising campaign. 
B. Legal Risks 
While certain businesses or industries are subject to federal or 
state laws and regulations as to content or disclosure of 
information,126 all companies with an Internet presence need to be 
aware of the less obvious legal risks. 
1. Compliance Consideration with Company Policies 
Just as contract law started as a common law right (versus a 
statutory right),127 companies are now held liable for compliance 
with their own posted policies (e.g., terms and conditions for its 
 
 122. Ian Paul, Apple’s iPhone 4G Debacle: A Timeline, PCWORLD (Apr. 20, 2010, 
10:02 AM), http://www.pcworld.com/article/194590/apples_iphone_4g_debacle 
_a_timeline.html. 
 123. Jesus Diaz, How Apple Lost the Next iPhone, GIZMODO (Apr. 19, 2010, 8:10 
PM), http://gizmodo.com/5520438/how-apple-lost-the-next-iphone. 
 124. Domenick Celentano, Diet Pepsi Skinny Can Product Launch May Have 
Fizzed?, ABOUT.COM, http://foodbeverage.about.com/od/new_product_launches 
/a/Diet-Pepsi-Skinny-Can.htm (last visited Oct. 20, 2011).  
 125. See Adam L. Penenberg, Facebook Is No Fad, MARKETWATCH (Oct. 13, 2009, 
12:01 AM), http://www.marketwatch.com/story/social-networking-moves-beyond-
fad-to-destiny-2009-10-13 (discussing viral spread). 
 126. See 1 ANDRESEN, supra note 6, §§ 6:1–6:23 (discussing federal software 
regulations). 
 127. See 1 HOWARD O. HUNTER, MODERN LAW OF CONTRACTS § 1:1 (2011) 
(discussing the roots and development of contract law in the United States). 
22
William Mitchell Law Review, Vol. 38, Iss. 1 [2011], Art. 10
http://open.mitchellhamline.edu/wmlr/vol38/iss1/10
312 WILLIAM MITCHELL LAW REVIEW [Vol. 38:1 
website use or its privacy policy).128  Even if a company does not 
have a privacy obligation with regards to certain types of user data, 
if they have included a privacy obligation in the company privacy 
policy, a court will uphold that type of assumed obligation on a 
contract law basis.129  Even if a company’s terms and privacy policy 
include a company’s discretion to update, amend, or change them 
at any time, a company may be held liable if it is deemed a user 
would not have reasonably known of such change.130 
In addition, if a company attempts to limit or eliminate an 
obligation otherwise owed by law or regulation, such a clause would 
likely be held invalid and the entire term agreement or privacy 
policy could potentially be deemed invalid.131  Some of the easiest 
ways for a company to breach its own privacy policy can occur when 
the data use is not known or anticipated at the drafting stage of the 
policy.  For example, one company created a privacy policy that it 
would not share or allow access to its users’ information with any 
third party.132  When that company ultimately attempted to sell its 
assets under a bankruptcy proceeding to a new company, the FTC 
Director of the Bureau of Consumer Protection wrote to the trustee 
that the user information could not be transferred to a buying 
entity without the express consent of each user based on the 
privacy policy in place.133 
Another possible risk is an overly broad social media policy.  
For example, in response to a nonprofit discharging employees 
because of posts on social media sites, the National Labor Relations 
Board (NLRB) challenged the organization’s social media policy as 
being overly broad and having a chilling effect on an employee’s 
 
 128. See Orson Swindle, Comm’r, U.S. Fed. Trade Comm’n, Perspectives on 
Privacy Law and Enforcement Activity in the United States, Address Before 
Working Party on Information Security and Privacy Paris (June 25–26, 2002), 
available at http://www.ftc.gov/speeches/swindle/perspectivesonprivacy.shtm 
(affirming Federal Trade Commission’s ability to bring actions forcing companies 
to comply with their own privacy policies). 
 129. See In re Toys R Us, Inc., Privacy Litigation, No. M-00-1381, 2001 U.S. Dist. 
LEXIS 16947 (N.D. Cal. Oct. 9, 2001). 
 130. See Douglas v. U.S. Dist. Court for Cent. Dist. of Cal., 495 F.3d 1062, 1066 
(9th Cir. 2007). 
 131. See, e.g., Circuit City Stores, Inc. v. Mantor, 335 F.3d 1101, 1109 (9th Cir. 
2003) (“Under California law, a court has discretion whether to sever particular 
unconscionable terms or invalidate a contract entirely.”). 
 132. See Letter from David C. Vladeck, Dir., FTC Bureau of Consumer Prot., to 
Peter Larson & Martin E. Shmagin, (July 1, 2010), available at 
www.ftc.gov/os/closings/100712xy.pdf. 
 133. Id. 
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right to discuss working conditions.134 
2. Loss of Intellectual Property 
While a company typically is very careful to protect its 
intellectual property in contracts with vendors, clients, or other 
parties, it often fails to recognize the similar risks in simple 
disclosures through social networks, blogs, or even the company’s 
own website.  For example, one of the deciding factors for the 
patentability of a new invention is based on the filing of the 
application taking place within one year of publication of the 
invention.135  A press release issued through a company’s social 
network page, or even its own website, would likely constitute 
publication if the invention was identifiable in the release.136 
Some companies have their entire business value tied to a 
specific trade secret (e.g., the recipe for Coca-Cola or Kentucky 
Fried Chicken).  An informal chat within a social network context 
could result in the loss of a company’s trade secret if any of the 
trade secret is even inadvertently disclosed in the social network 
context (because such a disclosure is likely a publication 
extinguishing trade secret protections).137  While copyright is not 
lost when “published,” the ability to formally register with the U. S. 
Copyright Office may be lost if not timely filed within a certain time 
from publication.138  This loss of registration may result in an 
inability to recover actual or statutory damages because damages 
are only permitted for registered works, and non-statutory damages 
may otherwise be unknowable or incapable of proof.139  
 
 134. NLRB, Complaint Issued Against New York Nonprofit for Unlawfully Discharging 
Employees Following Facebook Posts, NAT’L L. REV. (May 23, 2011), http:// 
www.natlawreview.com/article/complaint-issued-against-new-york-nonprofit-
unlawfully-discharging-employees-following-faceb.  But see Memorandum from 
Barry J. Kearney, Assoc. Gen. Counsel, NLRB, to Cornele A. Overstreet, NLRB 
Reg’l Dir., Reg. 28 (Apr. 21, 2011), available at http:// 
www.employerlawreport.com/uploads/file/Lee%20Enterprises%20Advice%20Me
mo.pdf (opining that newspaper-employer, which did not yet have a written social 
media policy, committed no violation when it fired employee for writing 
inappropriate and offensive Twitter postings). 
 135. See 1 ANDRESEN, supra note 6, § 3:18. 
 136. See id. 
 137. See id., § 4:7 (discussing the circumstances under which a disclosure could 
extinguish trade secret protection and considering a variety of factors, including 
who made the disclosure and whether the owner of the trade secret took 
meaningful, reasonable steps to protect the information). 
 138. 17 U.S.C. § 412(2) (2006); 1 ANDRESEN, supra note 6, § 2:21. 
 139. 17 U.S.C. § 504(c) (2006); see also 17 U.S.C. § 408(f)(4) (2006) 
(describing the effect of untimely application); 1 ANDRESEN, supra note 6, § 2:21. 
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Trademarks not used within company guidelines in a social media 
context may also result in the loss of intellectual property if the 
brand or quality associated with the mark is diluted, the brand 
develops negative associations, or if the use renders the trademark 
generic.140 
3. Liability Issues 
A number of liability concerns arise when companies fail to 
implement coherent social media policies.  For example, a 
business-to-business deal could include an obligation to keep the 
terms of the agreement confidential, potentially even obligating 
one or both parties not to disclose negotiations with the other 
party.  An employee’s reference on a social networking web site to 
work associated either with the other party or on any terms of the 
contract would likely violate this contractual obligation, potentially 
resulting in a breach of contract claim or the loss of the business 
deal.  For example, in the context of most high-level merger and 
acquisition deals, there is a very strict non-disclosure policy as even 
a hint of a deal could have securities law implications.141  A blog 
about their “busy day” sent between employees of the two 
companies could have the same impact or lead to the disclosure of 
the impending deal.142 
A company could also potentially be liable for a tort claim of 
invasion of privacy for disclosure of non-public information 
through social networks or otherwise.  The claims may vary from 
state to state, but they typically require a non-public fact disclosed 
to the public.  Companies should also recognize that at least one 
state appellate court has held a social network post as meeting the 
“publication” requirement to establish a privacy tort.143  The 
publication element may be met both “by proving a single 
communication to the public, and . . . by proving communication 
to individuals in such a large number that the information is 
 
 140. 1 ANDRESEN, supra note 6, § 5:7. 
 141. See Press Release, U.S. Sec. & Exch. Comm’n., SEC Charges Former Board 
Chairman and Two Business Associates in Insider Trading Scheme (Jan. 13, 2011), 
available at http://www.sec.gov/news/press/2011/2011-9.htm (discussing 
complaint against company co-founder for tipping friends about an acquisition as 
a violation of SEC rules). 
 142. See In re Morgan Stanley & Co., Exchange Act Release No. 54047, 2006 
WL 1749842 (June 27, 2006) (requiring the development of corporate policies to 
protect against disclosures and enforcement of same with employees). 
 143. Yath v. Fairview Clinics, 767 N.W.2d 34, 44 (Minn. Ct. App. 2009). 
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deemed to have been communicated to the public.”144  While there 
is an exception for information “of interest” to the public, such as 
news reports, this exception does not extend to information that 
would be deemed “morbid and sensational eavesdropping or 
gossip.”145 
V. PRIVACY IMPLICATIONS FOR BUSINESSES DUE TO SOCIAL 
NETWORKS 
Besides the marketing risk noted above, companies need to be 
mindful of how public disclosures may create legal liabilities.  
There are local, state, federal, and even international laws, rules, 
and regulations governing the protection of privacy rights for both 
consumers and employees.  There are also privacy obligations 
assumed by a company through contract terms or even self-
imposed by a company’s privacy policy posted on the company’s 
website.  The risk level for a company, with regards to liability for 
privacy violations through public disclosures, is potentially 
compounded through an active social media presence. 
A. Businesses Generally: Privacy Policies and Social Media146 
Privacy rights for consumers have been fairly rigorously 
protected in the European Union countries due to the Directive on 
Data Protection.147  In the United States, companies conducting 
business online within European Union member states, or directly 
in such European Union member states, have had to create a “safe 
harbor” policy to comply with this directive.148  In the United States, 
however, for the most part, lawmakers left the protection of privacy 
 
 144. Id. at 42. 
 145. Catsouras v. Dep’t. of Cal. Highway Patrol, 104 Cal. Rptr. 3d 352, 366 (Ct. 
App. 2010) (allowing claim for invasion of privacy to stand for public disclosure of 
photographs of decedent because “morbid and sensational eavesdropping or 
gossip ‘serves no legitimate public interest and is not deserving of protection’” 
(citation omitted)). 
 146. Apart from a company’s website terms, a company should consider in its 
standard vendor or client contracts whether or not social media use, access, or 
distribution should be addressed.  The need for a social media clause will depend 
on the type of goods or services, the distribution methodology, and the intended 
marketing channel. 
 147. Directive 95/46/EC, of the European Parliament and of the Council of 
24 October 1995 on the Protection of Individuals with Regard to the Processing of 
Personal Data and on the Free Movement of Such Data, 1995 O.J. (L 281) 31, 
available at http://www.cdt.org/privacy/eudirective/EU_Directive_.html. 
 148. See generally 1 ANDRESEN, supra note 6, § 13:6. 
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rights to market forces, and business is generally self-regulated.149  
The presumption under the self-regulation framework is that 
businesses would address at least four key elements in the 
protection of a consumer’s privacy rights in a fair information 
practices approach: 
(1) businesses should provide notice of what information 
they collect from consumers and how they use it; (2) 
consumers should be given choice about how information 
collected from them may be used; (3) consumers should 
have access to data collected about them; and (4) 
businesses should take reasonable steps to ensure the 
security of the information they collect from consumers.150 
In addition, a business may still be legally liable for violating an 
individual’s expectation of privacy, which is established either 
under common law, by statute, or by contract law through the 
company’s own website terms and conditions or privacy policy.  
This era of self-regulation may now be ending.151  Besides the 
privacy bills currently pending in Congress, the FTC has 
undertaken a fairly aggressive prosecution of privacy violations 
through section 5 of the FTC Act, which prohibits “unfair or 
deceptive acts or practices” claims.152  In support of this new 
approach, in 2010, the FTC issued a preliminary staff report 
entitled, Protecting Consumer Privacy in an Era of Rapid Change: A 
Proposed Framework for Businesses and Policymakers.153 
The FTC’s framework proposes the following:  
• Scope: The framework applies to all commercial entities that 
collect or use consumer data that can be reasonably linked to a 
specific consumer, computer, or other device. 
• Privacy by Design: Companies should promote consumer 
privacy throughout their organizations and at every stage of 
the development of their products and services. 
 
 149. There are federal regulations for healthcare providers and financial 
institutions for personal information deemed critical and therefore protected by 
statutes under the GLB Act and HIPAA. 
 150. See FED. TRADE COMM’N, PROTECTING CONSUMER PRIVACY IN AN ERA OF 
RAPID CHANGE: A PROPOSED FRAMEWORK FOR BUSINESSES AND POLICYMAKERS 7 (Dec. 
2010) [hereinafter PROTECTING CONSUMER PRIVACY], available at 
http://www.ftc.gov/os/2010/ 12/101201privacyreport.pdf. 
 151. Id. at 7–8. At the time of this writing, several bills were pending in the 
112th Congress.  See, e.g., BEST PRACTICES Act, H.R. 611, 112th Cong. (2011); 
Commercial Privacy Bill of Rights Act of 2011, S. 799, 112th Cong. (2011); H.R. 
1528, Consumer Privacy Protection Act of 2011, 112th Cong. (2011). 
 152. Federal Trade Commission Act § 5, 15 U.S.C. § 45(a)(1) (2006). 
 153. See PROTECTING CONSUMER PRIVACY, supra note 150, at 39–78. 
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 Companies should incorporate substantive privacy 
protections into their practices, such as data security, 
reasonable collection limits, sound retention practices, 
and data accuracy. 
 Companies should maintain comprehensive data 
management procedures throughout the life cycle of 
their products and services. 
• Simplified Choice: Companies should simplify consumer 
choice. 
• Companies do not need to provide choice before collecting 
and using consumers’ data for commonly accepted practices, 
such as product fulfillment. 
• For practices requiring choice, companies should offer the 
choice at a time and in a context in which the consumer is 
making a decision about his or her data. 
• Greater Transparency: Companies should increase the 
transparency of their data practices. 
• Privacy notices should be clearer, shorter, and more 
standardized, to enable better comprehension and 
comparison of privacy practices. 
• Companies should provide consumers with reasonable access 
to data about themselves; the extent of access should depend 
on the sensitivity of the data and the nature of its use. 
• Companies must provide prominent disclosures and obtain 
affirmative express consent before using consumer data in a 
materially different manner than claimed when the data was 
collected. 
• All stakeholders should expand their efforts to educate 
consumers about commercial data privacy practices.154 
In addition, at least one recent case makes clear that certain 
business practices would not fall under the ambit of an increased 
expectation of privacy.  For example, this expectation of privacy 
does not extend to Google’s data collection practices for its map 
service, even in the access of private property.155  A social media 
policy should be distinct from an information technology (IT) 
policy.  An IT policy typically clarifies the corporate position on 
equipment, software, and technology use (e.g., data retention, 
 
 154. Id. at 41–42 (citation omitted). 
 155. Boring v. Google Inc., 362 F. App’x 273, 280 (3d Cir. 2010) (holding 
there was no invasion of publicity for Google’s recording of property for Google’s 
map “Street Views” function). 
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email usage, etc.).156  Within that type of policy is a subset of 
concerns that are specific to social media use.  In particular, 
employees should be clear that, due to the public nature of social 
media, information that the company needs to protect as 
confidential cannot be referenced, even indirectly, in social media.  
While a company could encourage social media standards and 
appropriate use of privacy settings, since the employee’s use of 
social media is typically personal and not work-related, this 
standard may not be enforceable or capable of being monitored 
and may even be deemed illegal.157 
What a social media policy needs to clarify is that the corporate 
intent in dealing with confidentiality includes an employee’s 
personal use of social media.  There are some general reasonable 
considerations that could be included in a social media policy, 
including: (1) that an employee’s opinion does not represent the 
opinion of the employer; (2) that workplace gossip is not tolerated 
and could have reprimand or termination consequences; and (3) 
that inappropriate language (e.g., racially or sexually offensive 
messages, harassment, indecent comments or pictures, or even 
anything that would reasonably be understood as defamatory or 
disparaging) may also lead to a reprimand or termination.  If there 
are other company policies as to confidentiality (e.g., anti-
harassment or other employment-related or security-related 
policies), which could be impacted by social media disclosures, 
these should be acknowledged and addressed in the social media 
policy. 
These considerations are not limited to private corporations.  
Even federal agencies should have privacy policies that are 
 
 156. See, e.g., SORCHA DIVER, SANS INST., INFORMATION SECURITY POLICY–A 
DEVELOPMENT GUIDE FOR LARGE AND SMALL COMPANIES 12, app. 2 (July 12, 2006), 
available at http://www.sans.org/reading_room/whitepapers/ policyissues 
/information-security-policy-development-guide-large-small-companies_1331 
(providing a sample of a technical policy and, more generally, discussing the 
importance of IT policies). 
 157. See, e.g., News Release, Nat’l Labor Relations Board, Settlement Reached 
in Case Involving Discharge for Facebook Comments (Feb. 8, 2011), available at 
http://www.nlrb.gov/news/settlement-reached-case-involving-discharge-facebook-
comments (announcing a settlement of a case in which a company fired an 
employee for making negative comments about a supervisor on Facebook, and 
under the terms of the settlement the company agreed to revise its employee 
handbook to ensure that the company does not “improperly restrict employees 
from discussing their wages, hours and working conditions with co-workers and 
others while not at work, and that they would not discipline or discharge 
employees for engaging in such discussions”). 
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enforced.158  However, in 2010, the National Association of State 
Chief Information Officers (NASCIO), a social media and state 
government working group, conducted a survey of state 
governments and found that only one-third of the forty-three states 
participating in the survey had policies in place to address social 
media use.159  The Center for Technology in Government 
published a survey, Designing Social Media Policy for Government: Eight 
Essential Elements, in May 2010.160  The survey cited key elements 
that should be incorporated into a social media policy, including: 
• Employee access 
• Account management 
• Acceptable use 
• Employee conduct 
• Content 
• Security 
• Legal issues 
• Citizen conduct 
The NASCIO survey also noted that many states chose to 
include social media into existing policies,161 but the Center for 
Technology in Government survey concluded that such policies 
may be insufficient to address “blurring boundaries around 
personal, professional, and official agency use.”162  In the NASCIO 
survey, the top five risks associated with social media use included 
security, terms or legal policies, privacy policies (and obligations), 
records management, and employee use/abuse.163 There are 
increased security risks with social media use, and any IT policy or 
security policy should be reviewed to ensure it meets the increased 
risks, such as employee posts that link to corporate sites and failure 
to meet confidentiality or security obligations related to corporate 
or client information that may be disclosed either inadvertently or 
purposefully in personal social media posts, tweets, or blogs.  If a 
security policy requires data retention of all electronic 
 
 158. On May 18, 2011, the Secret Service announced that “an agent posted an 
unapproved and inappropriate post . . . . Policies and practices which would have 
prevented this were not followed and will be reinforced for all account users.”  
Secret Service, supra note 120. 
 159. FRIENDS, FOLLOWERS, AND FEEDS, supra note 47, at 5. 
 160. JANA HRDINOVÁ ET AL., CENTER FOR TECHNOLOGY IN GOVERNMENT, 
DESIGNING SOCIAL MEDIA POLICY FOR GOVERNMENT: EIGHT ESSENTIAL ELEMENTS 
(2010), available at http://www.ctg.albany.edu/publications/guides/social 
_media_policy/social_media_policy.pdf. 
 161. FRIENDS, FOLLOWERS, AND FEEDS, supra note 47, at 16. 
 162. HRDINOVÁ, supra note 160, at 7. 
 163. FRIENDS, FOLLOWERS, AND FEEDS, supra note 47, at 14. 
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communication, this may be deemed to include social media 
communication.  A company should expressly consider if it could, 
should, or will monitor, retain, or control such social media 
communication. 
If a company elects to have an official (i.e., corporate) account 
in a social network, there should be clear controls of administrative 
access rights, use constraints, and management or other 
organizational oversight to ensure compliance with business, legal, 
and other considerations.  In particular, if a company is also subject 
to federal regulations on privacy (e.g., the GLB Act or HIPAA164), 
then any privacy requirements specific to those obligations should 
also be expressly included in the social media policy, and express 
guidance should be given to the account manager regarding the 
company’s social network accounts. 
B. Regulated Entities 
Besides the privacy risks for companies, generally, in a social 
media environment, any entity subject to a regulation governing 
privacy will likely have even greater risk both in oversight by the 
regulatory authority and obligation under the privacy regulation.  
For example, both financial institutions and healthcare providers 
are subject to federal regulations for “personally identifiable 
information” or “protected health information,” respectively, as it 
relates to an individual customer.165  As a regulated entity, these 
types of companies should have increased awareness and concern 
as to what may be publicly disclosed through social media. 
1. Regulatory Compliance 
While most consumers understand that their financial and 
healthcare information is protected as private, not all consumers, 
or even business associates of regulated entities, necessarily 
understand the protections or the limits on those protections.  
Under the Gramm-Leach-Bliley Act (GLB Act), financial 
 
 164. Gramm-Leach-Bliley Act, 15 U.S.C. §§ 6801–6809 (1999); Health 
Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, Stat. 
1936 (codified as amended in scattered sections of 42 U.S.C.). 
 165. See, e.g., 15 U.S.C. § 6801 (2006) (stating that, under the statute, each 
financial institution has an affirmative obligation to protect the security and 
confidentiality of their customers); 15 U.S.C. § 6802 (2006) (listing a financial 
institution’s obligations with respect to disclosure of personal information); 42 
U.S.C. § 1320d-6 (2010) (providing penalties for healthcare providers who disclose 
individually identifiable health information). 
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institutions have to treat an individual’s financial account 
information as private and protected.166  This does not, however, 
preclude a financial institution from using a third-party vendor as 
its agent or contractor for the provision of certain services 
requiring access to that individual’s financial account information.  
For example, a bank is governed by both the GLB Act as well as 
related credit card processor rules regarding the protected nature 
of a consumer’s credit card transaction involving the debiting of 
funds from the individual’s bank account.167  The bank may use a 
third-party processor to collect and electronically submit the data 
either upstream to the credit card company or downstream into the 
bank’s account processing.168  This agent of the bank would also be 
subject to compliance with both the GLB Act and the credit card 
processing rules.169  One of these rules mandates that no copy of 
the credit card information is to be copied or stored for any longer 
than it takes to process the transaction and receive a verification 
code of successful transmission.170  One third party company that 
processed such credit card transactions on behalf of large retailers 
(such as TJ-Maxx) actually copied and retained the information 
indefinitely—which led to a huge data breach when its servers were 
hacked.171 
Healthcare providers are obligated to protect a patient’s 
health information under the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA).  There have been numerous 
 
 166. 15 U.S.C. § 6801 (2006) (mandating an affirmative duty on financial 
institutions to protect the “security and confidentiality of those customers’ 
nonpublic personal information”). 
 167. 15 U.S.C. § 6802(d) (2006) (providing that financial institutions may not 
share a client’s transaction information for marketing purposes). 
 168. 15 U.S.C. § 6802(b)(2) (2006) (allowing a financial institution to provide 
private information to perform services on its behalf, including use of the 
information for marketing purposes). 
 169. 15 U.S.C. § 6802(b)(2) (2006) (stating that the third party who gathers 
such information then is required to maintain the confidentiality of that 
information). 
 170. See VISA PUBLIC, VISA INTERNATIONAL OPERATING REGULATIONS 687–88 
(2011), available at http://corporate.visa.com/_media/visa-international-
operating-regulations.pdf; PAYMENT CARD INDUS. SEC. STANDARDS COUNCIL, 
PAYMENT APPLICATION DATA SECURITY STANDARD: REQUIREMENTS AND SECURITY 
ASSESSMENT PROCEDURES VERSION 2.0 17 (2010), available at 
https://www.pcisecuritystandards.org/documents/pci_dss_v2.pdf. 
 171. Sharon Gaudin, T.J. Maxx Breach Costs Hit $17 Million, INFORMATIONWEEK, 
May 17, 2007, http://www.informationweek.com/news/199601551; Jaikumar 
Vijayan, TJX Data Breach: At 45.6M Card Numbers, It’s the Biggest Ever, 
COMPUTERWORLD, Mar. 29, 2007, http://www.computerworld.com/s/article 
/9014782/TJX_data_breach_At_45.6M_card_numbers_it_s_the_biggest_ever. 
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reported breaches due to a variety of factors, including 
poor/insufficient security,172 third-party vendor lack of controls,173 
and inadvertent loss or employee carelessness.174  Not all use is 
precluded; a patient may expressly grant permission to use certain 
protected health information.  For example, in a recent social 
media campaign on health promotion, Blue Cross Blue Shield of 
Minnesota received permission to monitor and post the health 
results of a man “living in a box” for thirty days at the Mall of 
America.175 
2. Breach Considerations 
For regulated entities, the cost considerations for breaches of 
privacy are potentially astronomical.  Some examples based on 
claims under HIPAA include a $4.3 million fine by the U.S. 
Department of Health and Human Services (HHS) for a healthcare 
provider’s flagrant violation of HIPAA and its refusal to investigate 
a request from the HHS Secretary,176 a $1 million fine for the 
negligent handling of data when an employee left information on 
the subway,177 and a breach involving 1,023,209 individuals that has 
cost the healthcare provider $7 million so far.178  According to the 
 
 172. See Press Release, U.S. Dep’t of Health & Human Servs., Rite Aid Agrees 
to Pay $1 Million to Settle HIPAA Privacy Case (July 27, 2010), available at 
http://www.hhs.gov/news/press/2010pres/07/20100727a.html. 
 173. See Howard Anderson, 4 Mass. Hospitals Investigating Breaches, HEALTHCARE 
INFO SECURITY (Aug. 17, 2010), http://www.healthcareinfosecurity.com/articles 
.php?art_id=2848. 
 174. See Resolution Agreement, Mass. Gen. Hosp. & U.S. Dep’t of Health & 
Human Servs. (Feb. 14, 2011), available at http://www.hhs.gov/ocr/privacy/hipaa 
/enforcement/examples/massgeneralracap.pdf (detailing a violation of HIPAA by 
an employee of Massachusetts General Hospital who left confidential patient 
documents on a subway train and the Corrective Action Plan agreed to by the 
Department of Health and Human Services and Massachusetts General Hospital). 
 175. See Press Release, PR Newswire, Shrinking Outside the Box: Blue Cross 
and Blue Shield of Minnesota’s “The Human Do.ing” Project Inspires Community 
to Live Healthier (Apr. 16, 2011), available at http://www.reuters.com/article 
/2011/04/16/idUS41453+16-Apr-2011+PRN20110416 (explaining that, as part of 
Blue Cross Blue Shield of Minnesota’s do.® Campaign, a man lost weight, lowered 
his cholesterol, and improved his blood pressure by exercising and eating 
healthier while living inside a glass apartment at the Mall of America). 
 176. See Press Release, U.S. Dep’t of Health & Human Servs., HHS Imposes a 
$4.3 Million Civil Money Penalty for Violations of the HIPAA Privacy Rule (Feb. 
22, 2011), available at http://www.hhs.gov/news/press/2011pres/02 
/20110222a.html. 
 177. See Press Release, U.S. Dep’t of Health & Human Servs., Massachusetts 
General Hospital Settles Potential HIPAA Violations (Feb. 24, 2011), available at 
http://www.hhs.gov/news/press/2011pres/02/20110224b.html. 
 178. See Howard Anderson, 7 Million Good Reasons to Prevent a Breach, 
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Ponemon Institute’s 2010 annual study, the average cost of a data 
breach was $214 per compromised record (having risen from $138 
in 2005), and the 2010 average organizational cost of a data breach 
was $7.2 million, with sixty-three percent of that cost coming in the 
form of lost business.179 
Especially in the regulated environment, companies should be 
more proactive and effectively use management oversight to help 
avoid breach considerations.180  The need to protect data, however, 
sometimes conflicts with the practical need to use real data in the 
development or testing of IT systems.  For example, electing to use 
only test data for a new system deployment may ensure that no 
protected health information is disclosed during testing, but it may 
also mean that the test environment does not adequately test the 
true volume or complexity of actual data.181 
C. Individuals 
For certain professions, a breach of a privacy obligation may 
lead to the loss of accreditation or licensure.  For one doctor, Dr. 
Alexandra Thran, posting news about her day with a trauma patient 
led to a reprimand by her state’s medical board and a loss of 
privileges to work in the hospital’s emergency room.182  Although 
no patient name was included, the details of the post allowed 
others in the community to discern the patient’s identity.  This was 
 
HEALTHCARE INFO SECURITY BLOGS (Feb. 16, 2010), http: 
//blogs.healthcareinfosecurity.com/posts.php?postID=448 (describing security 
breach by Blue Cross Blue Shield of Tennessee). 
 179. PONEMON INSTITUTE, 2010 ANNUAL STUDY: U.S. COST OF A DATA BREACH 
(2011), available at http://www.symantec.com/content/en/us/about/media 
/pdfs/symantec_ponemon_data_breach_costs_report.pdf?om_ext_cid=biz_socme
d_twitter_facebook_marketwire_linkedin_2011Mar_worldwide_costofdatabreach. 
 180. See 45 C.F.R. pts. 160, 162, 164 (2010) (containing regulations 
interpreting the HIPAA statute issued by the Department of Health and Human 
Services). 
 181. Test data is normally not complex enough to properly test a new system.  
Because of this, companies prefer to use real data when testing a new system.  
HIPAA allows real data to be used, provided security measures are in place, but a 
large risk of liability is involved whenever real data is used.  A possible solution is 
to use high quality “fake” data.  Fake data is real data that has been altered by a 
computer program.  The alterations usually include dates, dollar amounts, and 
other private information.  See Mathew Schwartz, Test Data: Security Loophole? 
ENTERPRISE SYS. (Sept. 1, 2002), http://esj.com/articles/2002/09/01/test-data-
security-loophole.aspx (discussing data security testing programs and the threat of 
unintentional internal breaches with several examples). 
 182. See Chelsea Conaboy, For Doctors, Social Media a Tricky Case, BOS. GLOBE, 
Apr. 20, 2011, http://articles.boston.com/2011-04-20/lifestyle/29451939_1_social-
media-patient-emergency-room. 
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a case of first impression for the Rhode Island Board of Medical 
Licensure and Discipline but it is not likely to be the last case.  It 
may even be possible that simply being “friends” in a social network 
could be deemed a violation of privacy rules depending on the 
doctor’s practice (e.g., psychology) if there is any reference to the 
doctor-patient relationship.183  Two other doctors have written 
about the challenges for doctors to maintain their professionalism 
by maintaining a healthy distance between their work and online 
identities.184 
Hospital employees in Wisconsin,185 Florida,186 California,187 
and Michigan188 have been fired, suspended, or demoted for online 
postings deemed a violation of a patient’s privacy right.  Two nurses 
were involved in taking a picture of a patient’s x-ray and posting 
the same on Facebook; the hospital may have been held liable for 
breach of HIPAA’s privacy rule.189  One nurse vented on Facebook 
 
 183. See Kevin Pho, Facebook Friends with Patients Can Violate HIPAA Privacy Laws, 
KEVINMD.COM, http://www.kevinmd.com/blog/2010/06/facebook-friends-
patients-violate-hipaa-privacy-laws.html (last visited Oct. 20, 2011). 
 184. See Press Release, Jerry Berger, Beth Israel Deaconess Med. Ctr., BIDMC 
Researchers Recommend “Dual Citizenship” for Social Media (Apr. 18, 2011), 
available at http://www.bidmc.org/News/InMedicine/2011/April 
/AnnalsSocialMedia.aspx; see also AMA Policy: Professionalism in the Use of Social 
Media, AMA, http://www.ama-assn.org/ama/pub/meeting/professionalism-social-
media.shtml (last visited Oct. 20, 2011) (outlining factors relevant to whether and 
to what extent doctors and medical students should participate in online social 
networks). 
 185. See Nurses Fired Over Cell Phone Photos of Patient, WISN.COM (Feb. 26, 2009, 
1:46 PM), http://www.wisn.com/news/18796315/detail.html [hereinafter Nurses 
Fired] (reporting that upon notice of a possible HIPAA violation, the nurse 
removed her Facebook page—including the photograph—and without any 
evidence that anyone had seen the photograph, the hospital concluded no state 
law had been violated and referred the matter to the FBI). 
 186. See John Commins, Shark Attack Victim Photos Put Hospital Employees in Hot 
Water, HEALTHLEADERS MEDIA (Feb. 26, 2010), http://www.healthleadersmedia 
.com/page-1/LED-247186/Shark-Attack-Victim-Photos-Put-Hospital-Employees-In-
Hot-Water#%23 (discussing the reprimands hospital management administered to 
employees who published photos on social media sites of a patient suffering from 
shark attack injuries).  
 187. See Jennifer Fink, Five Nurses Fired for Facebook Postings, SCRUBS (June 24, 
2010), http://scrubsmag.com/five-nurses-fired-for-facebook-postings (discussing 
the trend of nurses getting into trouble for posting sensitive medical data about 
patients and a particular incident of three nurses being terminated for such 
misconduct). 
 188. Carol Katarsky, Nurse Fired for HIPAA Violation After Discussing Cop-Killer 
Patient: Was it Fair?, HEALTHEXECNEWS.COM (Aug. 24, 2010), http:// 
healthexecnews.com/nurse-fired-for-hipaa-violation-after-discussing-cop-killer-
patient. 
 189. See Nurses Fired, supra note 185. 
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about having to treat a patient who happened to be the alleged 
“cop-killer” in a local shooting incident.190  Although no names 
were posted, based on the publicity of the event and the local news 
coverage including names, the information was deemed a violation 
of the patient’s right to privacy, and the nurse was fired.191 
Even if a posting to a social media site does not lead to the 
firing, an employee who accesses the records of a patient without a 
need to know (i.e., just for curiosity’s sake) may still be fired.192  In 
the recent headline news of Congresswoman Gifford’s shooting, 
staff at the Tucson hospital searched the electronic patient records 
of the associated victims of the shooting, and all three staffers were 
fired for the search.193  In fact, under the HITECH Act 
amendments to HIPAA, an egregious breach of privacy obligations 
may now lead to a criminal conviction.194  In the case of Huping 
Zhou, his criminal conviction under HIPAA was based on 
electronic medical record access conducted post-dismissal; his 
ability to commit the crime, however, is due, at least in part, to the 
failure of the hospital which had employed him to remove his 
account access immediately upon dismissal.195  The individuals 
affected by the privacy breach would likely have had a claim against 
the hospital for either failing to have a policy in place about 
terminating account access or failing to enforce it.196 
Individuals may have added issues even before employment 
 
 190. Katarsky, supra note 188. 
 191. Id. 
 192. See, e.g., Andrew Blankstein, Eyes on Celebrity Records Multiply: The Internet 
and a Rising Appetite for Entertainment News Fuel More Invasions of Medical Privacy, L.A. 
TIMES, May 20, 2008, http://articles.latimes.com/2008/may/20/local/me-tabs20 
(noting the sensitivity many hospitals have for protecting their patients’ privacy).  
 193. Dylan Smith, UMC Workers Fired for Violating Patient Privacy After Sat. 
Shooting, TUCSONSENTINEL.COM (Jan. 12, 2011), http://www.tucsonsentinel.com 
/local/report/011112_umc_fired/umc-workers-fired-violating-patient-privacy-
after-sat-shooting. 
 194. Press Release, United States Attorney’s Office, Central District of Cal., Ex-
UCLA Healthcare Employee Sentenced to Federal Prison for Illegally Peeking at 
Patient Records (Apr. 27, 2010) available at http://www.justice.gov/usao/cac 
/Pressroom/pr2010/079.html.  The first individual, Huping Zhou, sentenced 
under this statute purposefully accessed medical records without a “legitimate 
reason, medical or otherwise” 323 times after dismissal for unrelated job 
performance reasons.  Id.; Chris Dimick, Californian Sentenced to Prison for HIPAA 
Violation, J. AHIMA  (Apr. 29, 2010, 10:57 AM), http://journal.ahima.org/2010 
/04/29/californian-sentenced-to-prison-for-hipaa-violation. 
 195. Dimick, supra note 194. 
 196. See also Security Rule of the Health Information Portability and 
Accountability Act, 45 C.F.R. pts. 160, 162, 164 (2010) (detailing security measures 
and management obligations to secure protected health information). 
36
William Mitchell Law Review, Vol. 38, Iss. 1 [2011], Art. 10
http://open.mitchellhamline.edu/wmlr/vol38/iss1/10
326 WILLIAM MITCHELL LAW REVIEW [Vol. 38:1 
based on their social network profiles.  At least one law school has 
drafted a guideline on “Social Networking Professionalism” to draw 
attention to the issues with online identity and the professional 
image intended for practicing law.197  In addition, the ability to 
preclude a motion to compel disclosure of the private portions of a 
social network site—provided that such information is alleged to be 
relevant—is difficult, as courts have held there is no expectation of 
privacy on social networking sites.198  The party compelling 
disclosure, however, will still need to be able to authenticate the 
social network pages.199 
VI. CONCLUSION 
For many companies, when the Internet took off commercially 
in the 1990s, the key commercial factors included company 
websites, the ability to email and transmit documents, and the 
ability to market the company’s goods and services through search 
engines.  As social networks have developed over the last ten years, 
the ability to connect to a broader market on a more frequent basis 
through social networks has become a critical factor for businesses 
in deciding whether or not to participate in social networks.  It is 
now clear that social networks are an inherent part of conducting 
business. 
Instead of operating casually in the social network sphere, 
 
 197. Career Development Office, General Information: Social Networking 
Professionalism, THE GEORGE WASHINGTON U. L. SCH., http://www.law.gwu.edu 
/Careers/currentstudents/Documents/Informational%20Handouts/2010%20Up
dated%20Handouts/Social%20Networking%20Professionalism.pdf (last visited 
Oct. 20, 2011). 
 198. See McCann v. Harleysville Ins. Co., 910 N.Y.S.2d 614, 615 (N.Y. App. Div. 
2010) (upholding denial of motion to compel disclosure of Facebook pages 
because “[a]lthough defendant specified the type of evidence sought, it failed to 
establish a factual predicate with respect to the relevancy of the evidence” (citing 
Crazytown Furniture v. Brooklyn Union Gas Co., 541 N.Y.S.2d 30, 32 (N.Y. App. 
Div. 1989))).  But see Romano v. Steelcase, Inc., 907 N.Y.S.2d 650, 656 (N.Y. Sup. 
Ct. 2010) (holding that the public pages of Facebook and MySpace are sufficient 
evidence that private pages may contain relevant information to grant a motion to 
compel; because “neither Facebook nor MySpace guarantee complete privacy, 
Plaintiff has no legitimate reasonable expectation of privacy”). 
 199. Griffin v. State, 19 A.3d 415, 421–23 (Md. 2011) (holding MySpace page 
not authenticated and noting “[t]he potential for fabricating or tampering with 
electronically stored information on a social networking site, thus poses significant 
challenges from the standpoint of authentication of printouts of the site” and that 
“the ‘complexity’ or ‘novelty’ of electronically stored information, with its 
potential for manipulation, requires greater scrutiny of ‘the foundational 
requirements’ than letters or other paper records, to bolster reliability” (quoting 
Lorraine v. Markel Am. Ins. Co., 241 F.R.D. 534, 543–44 (D. Md. 2007))). 
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businesses need to develop policies and practices to reduce both 
business and legal risks.  The business risks include loss of trade 
secrets, brand dilution, and loss of market focus.  The legal risks 
include breach of privacy obligations, both statutory and contract, 
as well as risks to intellectual property protections.  Regulated 
entities have additional legal risks that must be addressed in the 
formulation of their policies and practices.  All policies developed 
need to be managed and followed because a breach of even a self-
imposed privacy obligation would likely be upheld under a contract 
law analysis.  Even if a business elects not to self-impose certain 
privacy obligations, it may still be subject to an assumed privacy 
obligation under an FTC action for fair practices under a section 5 
proceeding. 
Companies should not only learn how social media can be 
utilized to maximize the benefits of viral marketing but should also 
consider the possibility of an expansion of services.  Not only do 
the top social networks provide access to the majority of Internet 
users, but there are numerous industry-specific social networks and 
even software to allow a company to develop its own custom social 
network.  The potential benefits of utilizing social networks to 
expand both marketing and business opportunities have not yet 
been fully realized.  It is incumbent upon businesses to re-think 
how they conduct business in the new, viral sphere of social 
networks. 
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